
Turning Your Employees into 

Human Firewalls
Elevating Your Cybersecurity

Jason Stefanski
Director of Information Technology  |  GeoEngineers, Inc.



Outline

• Cybersecurity: Definitions & Data Points

• Technology Tools

• Digging in: Social Engineering & Phishing

• The Costs of Inaction

• What to do? Going beyond technology

• Our story

• Recap

• Q&A



Cybersecurity - Definition

The state of being protected against the criminal or 

unauthorized use of electronic data, or the measures taken 

to achieve this



Sources:
12016 Verizon Data Breach Investigations Report

T2012 NAICS Definition



Cybersecurity

Standard Technology Tools

• Antivirus/Antimalware/Antispam

• Firewalls

• IDS/IPS (Intrusion Detection/Prevention)

• Patching (Microsoft & 3rd party)

• Backups (and testing them!)

• Bonus points:

• Security information & event management (SIEM)



“Amateurs hack systems, 

professionals hack people.”

- Bruce Schneier
American cryptographer, computer security and privacy specialist, and writer



Social Engineering

Psychological manipulation of people into performing 

actions or divulging confidential information.

- Baiting

- Tailgating

- Phishing / Whaling



Sample Phishing Email



Shooting Phish in a Barrel

Phishing Emails > Legitimate Email Marketing

Sources:
2 Calyptix Security Blog

3 2015 Verizon Data Breach Investigations Report (DBIR)



Shooting Phish in a Barrel

Sources:
2 Calyptix Security Blog

3 2015 Verizon Data Breach Investigations Report (DBIR)



Small, targeted campaigns are 

almost guaranteed to work.

Sources:
2 Calyptix Security Blog

3 2015 Verizon Data Breach Investigations Report (DBIR)



Cybersecurity - Beyond Technology 

So. . .why haven’t user education and behavior training 

been used?

• “Scared” of the results or don’t think there’s a problem

• Don't think it will work or help

• People won’t do it or will forget their training

• “Costs” too much (non-billable time)



Cost of Inaction (Expense/Internal)

• The average large company (1,000+ employees) spends 

$3.7M/year dealing with phishing attacks4

1. Productivity losses ($1.8M)

2. Cost of usernames/passwords not contained ($1.0M)

3. Cost to contain usernames/passwords ($382K)

4. Cost of malware (viruses) not contained ($338K)

5. Cost to contain malware (viruses) ($208K)

• Spear phishing incident average cost is $1.6M5

• Insurance may not cover you!6

Sources:
4 The Cost of Phishing & Value of Employee Training (Ponemon Institute)

5 InfoSecurity Magazine
6 Phishing for Insurance Coverage (Lexology)



Cost of Inaction (Revenue/Clients)

• Federal clients requiring compliance with NIST 

(National Institute of Standards and Technology)

• Minimum requirements for federal information systems

• These controls include Security Awareness Training.7

• GBA’s Spring “Crystal Ball” workshop

• Real-world example: Target breach

Source:
7 NIST 800-53 Rev 4, AT-2: Security Awareness Training



What to do?

• Technology

• Block, filter, and alert on phishing emails at the gateway

• Segment the network

• Antivirus

• File server storage – restore, but keep forensic evidence

• Technology + People

• Improve detection and response capabilities

• PEOPLE

• Launch an engaging and thorough security awareness 

program



Security Awareness Program – our story

• Bank fraud - true story!



Bank Fraud



Security Awareness Program – our story

• Bank fraud - true story!

• Baseline Testing – how bad is it? (www.knowbe4.com)

http://www.knowbe4.com/


Baseline Testing



GeoEngineers’ Phishing Click Rates,

from the beginning (18 months)



Security Awareness Program – our story

• Bank fraud - true story!

• Baseline Testing – how bad is it? (www.knowbe4.com)

• Annual Training (mandatory 1 hr.)

• Online video with Kevin Mitnick

• Real life examples

• Applicable to work and home

• Ongoing monthly tests (“phishing derbies”)

• Random emails to everyone (different subjects)

• Tracking metrics

http://www.knowbe4.com/


GeoEngineers’ Phishing Click Rates,

from the beginning (18 months)
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Security Awareness Program – our story

• Bank fraud - true story!

• Baseline Testing – how bad is it? (www.knowbe4.com)

• Annual Training (mandatory 1 hr.)

• Online video with Kevin Mitnick

• Real life examples

• Applicable to work and home

• Ongoing monthly tests (“phishing derbies”)

• Random emails to everyone (different subjects)

• Tracking metrics

• Reporting suspicious emails to IT

• Engaging. Employees can do something about it!

http://www.knowbe4.com/




Security Awareness Program – our story

OK, we’re done, right?

No. Repeat!

• Annual Training

• 1 hour vs. 25 minutes

• Ongoing monthly tests (“phishing derbies”)

• Random emails to everyone (different subjects)

• Tracking metrics

• Reporting suspicious emails to IT



The result? Number of virus infections are WAY down…

 50 hours

 6 hours



GeoEngineers’ Phishing Click Rates,

last 12 months
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2015                                     2016



Recap
• Technology Tools as a foundation

• Going beyond technology to create your own “human 

firewall”

• Baseline testing

• Cyclical process of…

• Training

• Monthly phishing derbies

• Measure results

• Provide opportunity for feedback

• Hitting “0” does not end the cycle!

• We are human. We forget, aren’t consistent, and are not 

perfect.
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